EPPING FOREST DISTRICT COUNCIL
CABINET MINUTES

Committee: Cabinet Date: 10 June 2013
Place: Council Chamber, Civic Offices, Time: 7.00 -8.30 pm
High Street, Epping
Members C Whitbread (Chairman), Ms S Stavrou (Vice-Chairman), R Bassett,
Present: W Breare-Hall, Mrs A Grigg, D Stallan, H Ulkun, G Waller and Mrs E Webster
Other K Angold-Stephens, K Avey, K Chana, L Girling, Ms J Hart, Ms H Kane,
Councillors: Mrs J Lea, A Mitchell MBE, R Morgan, J Philip, Mrs C Pond, Mrs M Sartin,
Ms G Shiell, Mrs L Wagland, Mrs J H Whitehouse and D Wixley
Apologies: -
Officers G Chipp (Chief Executive), D Macnab (Deputy Chief Executive), | Willett
Present: (Assistant to the Chief Executive), J Gilbert (Director of Environment and

Street Scene), C O'Boyle (Director of Corporate Support Services), R Palmer
(Director of Finance and ICT), J Preston (Director of Planning and Economic
Development), P Pledger (Assistant Director (Property and Resources)),
| White (Forward Planning Manager), T Carne (Public Relations and
Marketing Officer), P Seager (Chairman's Secretary) and G J Woodhall
(Democratic Services Officer)

WEBCASTING INTRODUCTION

The Leader made a short address to remind all present that the meeting would be
broadcast on the Internet, and that the Council had adopted a protocol for the
webcasting of its meetings.

DECLARATIONS OF INTEREST

There were no declarations of interest pursuant to the Council’'s Code of Member
Conduct.

MINUTES
Resolved:

(1) That the minutes of the meeting held 15 April 2013 be taken as read and
signed by the Chairman as a correct record.

REPORTS OF PORTFOLIO HOLDERS

Leader of the Council

“I would like to make a brief statement about the flooding incident at the Civic Offices
in the early hours of Sunday.

A large amount of water caused damage in the Planning department and offices
directly beneath it occupied by Support Services and Finance. Damage to electrical
cables and switch equipment temporarily cut the power supply to the whole building
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but supplies to the more recently constructed areas of the office were re-established
on Sunday afternoon.

Temporary power supplies were installed to the telephone switchboard and cash
office ensuring these essential services were available on Monday morning. IT
systems were brought back online during the course of Sunday afternoon and
evening. The website was also back online by 9.00am on Monday.

Staff were contacted by text on Sunday night, with instructions for those based in the
Conder Building and rear extension to stay at home unless contacted by their Line
Managers. Using procedures developed in the Council’s Business Continuity Plan,
essential services including Council Tax, Housing Benefit, Cash Office and the
Switchboard based in the Conder Building were all either relocated or up and running
with temporary power supplies by 9.00am on Monday.

Staff have continued to work tirelessly throughout Monday.

Earlier today in a statement issued to the local media and posted to our website |
said: “This is the kind of event that can hit any organisation. We have good Business
Continuity Plans in place and actually practised for a similar scenario only a year or
two ago. It meant we had anticipated many of the potential issues and were able to
respond very quickly despite the significant disruption.”

“‘We will have the insurance assessors in and there will no doubt be quite a few
repairs but | am confident we will be back to normal very soon.”

Excellent progress has been made but it may be several days before we are able to
start moving staff back into the Conder Building. In the meantime, temporary
arrangements including use of the IT Training Room, Committee Rooms and other
smaller meeting rooms are being used in combination with Home Working to keep
services running.

| would like to thank all the staff involved. What could have been a very much more
serious situation has been saved by the extremely high levels of expertise,
professionalism and dedication of staff throughout the organisation.”

The Deputy Leader of the Council also added her personal thanks to the staff
involved.

5. PUBLIC QUESTIONS
There had been no questions submitted from the public for the Cabinet to consider.
6. OVERVIEW AND SCRUTINY

The Chairman of the Overview & Scrutiny Committee reported that the following
items of business had been considered at its meeting held on 4 June 2013:

(a) a presentation from the Director of Children’s Social Care at Essex County
Council on corporate parenting and the role Councillors could play in spotting
problems with, and making decisions on, the welfare of disadvantaged children;

(b) the final report of the Senior Recruitment Review Task & Finish Panel, whose
recommendations were agreed;
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(c) the final draft of the Overview & Scrutiny Annual Report, to be considered by
the Council on 30 July 2013; and

(d) agreement on the composition and Chairmen of the various different Scrutiny
Panels for the coming year.

In reviewing the agenda for tonight’s Cabinet meeting, the Chairman of the Housing
Scrutiny Panel urged support for the item on the acceptance of a tender to provide
replacement kitchens to Council-owned dwellings, whilst for the item concerning the
responses to the Community Choices consultation, the Cabinet was encouraged to
produce clear and accessible reports on Local Plan issues for residents to
understand.

The Chairman of the Overview & Scrutiny Committee added that he was unaware of
the progress made on the recommendations from the Council’'s own Children
Services Task & Finish Scrutiny Panel, but this would be followed up and reported
back to Members.

7. THE NATIONAL PLANNING POLICY FRAMEWORK - ONE YEAR ON

The Planning Portfolio Holder introduced a report on the National Planning Policy
Framework, one year after its introduction, and invited the Director of Planning &
Economic Development to present it.

The Director stated that the National Planning Policy Framework (NPPF) was a
relatively short document, which had been issued by the Government following a
consultation period. It had replaced a large number of lengthy Planning Policy
Statements and Guidance Notes, which were often duplicated or conflicted with one
another, and which had been issued over a long period of time. This report had
followed on from a similar report considered at the Local Plan Cabinet Committee on
25 March 2013 and more information had been provided on those policies
considered non-compliant.

The Director advised the Cabinet that policy GB9A, residential conversions of
existing buildings within the Green Belt, had been reviewed again since the Cabinet
Committee meeting, including further legal advice from Counsel. Whilst there was no
legal requirement to actually delete policies that were non compliant until a new Local
Plan had formally superseded them, some appeal decisions had described policies
as “out of date.” In those cases, the decision taker had concluded that out of date
policies should be accorded little or no weight when reaching a decision. Therefore, it
was proposed that those adopted policies considered to be non-compliant with the
NPPF should remain part of the statutory development plan but be given little or no
weight hereafter; in effect, such non-compliant policies would be superseded by the
relevant parts of the NPPF.

The Cabinet received further advice from Counsel that non-compliant policies
remained relevant when making decisions until they were replaced by the new
policies within the Local Plan. Therefore, all planning applications and appeals had to
be determined in accordance with existing policies, even if they were currently given
little or no weight. If a current policy was not compliant with the NPPF then it should
not be given full weight in any decision-making as this could give rise to problems at
Appeal hearings, including the potential award of costs against the Council.

The Director of Planning & Economic Development drew the Cabinet’s attention to
the experiences of other Councils in bringing forward their new Local Plans. Data
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from a report by Nathaniel Lichfield and Partners indicated that out of 55 Local Plans
submitted for examination:
o 55% of Councils had submitted a plan proposing a reduction in the housing
target;
only 18 Local Plans had been found sound,;
44% of Councils had to increase their submitted housing target in order to be
found sound;

. 5 of the Local Plans found sound were subject to an immediate or early
review of their housing target;

. 2 Local Plans were withdrawn due to concerns about their potential
soundness; and

. only 2 Local Plans were found sound with a housing target lower than both
the Regional Strategy and household projections, but both were subject to
early review.

The Director stressed that the clear message was for Councils to objectively assess
their housing need and make adequate provision for that need. Any attempt to make
a case for significantly less housing was likely to find the Plan sent back for revision,
either during the procedure or for immediate review after being found sound. Both of
these scenarios would increase the cost involved and the time taken to adopt a
sound Local Plan. The Cabinet was requested to take note of the experience of other
Councils when their Local Plans were Examined in Public, and avoid the problems
encountered by others so far.

The Planning Portfolio Holder summarised that further legal advice had been taken.
Arising from this, no policies were actually being proposed for deletion at the current
time but Members were being advised on what they should consider if one of the
Council’s policies was considered to be non-compliant with the NPPF.

A local Member for Theydon Bois welcomed the advice from Counsel in relation to
policy GB9A. It was felt that parts of GB9A did align with current Government
planning policy, with alternative uses for redundant buildings being sought. The
recent relaxation of the Permitted Development Rights rules were highlighted,
especially for agricultural buildings being used for non-residential purposes.
However, the problems of isolated homes in rural areas had been highlighted by
recent applications considered by Area Planning Sub-Committee East, and therefore
policy GB9A should be given more weight than its current status of “non-compliant”
with the NPPF.

The Cabinet was advised by Counsel that the weight given to a particular policy was
a question for the decision-makers, especially when formulating a reason for refusal.
However, giving too much weight to policy GB9A could lead to problems for the
Council at any potential appeal, and it would be better to base any decision on other
policies in the NPPF or GBS.

It was suggested that as the relevant policies were listed in the planning report for a
particular application, it could also be highlighted whether the listed policy was
compliant or not with the NPPF. There was a concern expressed that the highlighting
and possible emphasising of policy weightings against the NPPF could lead to an
over-reliance on a policy for a decision rather than debating the material
considerations. However, it was pointed out that relevant policies were listed in the
planning reports as a fact, and it would be helpful to highlight the compliance of these
policies with the NPPF. The Cabinet agreed that this would be useful.

The Director of Planning & Economic Development confirmed that the Local Plans
whose Examinations in Public were analysed within the report had all relied on
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population data from previous Regional Spatial Strategies. It was intended to base
the Council’'s population data on figures obtained from the 2011 Census, not out-
dated Regional targets.

Officers were requested to clarify the appeal decision quoted for Horseshoe Farm, as
it was felt that the appeal had been dismissed — not allowed as stated within the
report (it was later confirmed that the appeal had been dismissed, but an application
for costs had been allowed). The Planning Portfolio Holder stated that the legal
guidance on policy GB9A would be published and distributed to all Members.

Decision:

(1) That the experience of other authorities in applying the National Planning
Policy Framework over the last year, including any lessons learnt, be noted; and

(2) That, following comparison of the Council’s existing policies against the
National Planning Policy Framework, the policies rated as compliant, generally
compliant or partially compliant be continued to be used until the adoption of the new
Local Plan supersedes them; and

(3) That any policy found to be outdated be given little or no weight hereafter;

(4) That the weighting to be given to a particular planning policy be highlighted in
the planning application report considered by Area Planning Sub-Committees; and

(5) That the experience of other Councils when their Local Plans were Examined
in Public be noted and measures be taken to ensure this Council avoided the
problems others had encountered to date.

Reasons for Decision:

It was now necessary to consider the degree of consistency of the Council’'s Local
Plan policies by determining their degree of compliance with the National Planning
Policy Framework and give some prominence to those compliant policies which the
Council would continue to use. It was sensible to draw on the experience of other
authorities during the operation of the Framework and utilise any lessons for the
benefit of the Council.

Other Options Considered and Rejected:

To simply rely on the National Planning Policy Framework until such time as a new
Local Plan had gone through more of its procedural stages. However, this would
mean that planning applications would be determined by nationally derived policies
only rather than those developed at a District level through the preparation of the
Local Plan.

8. NORTH WEALD AIRFIELD AND ASSET MANAGEMENT CABINET COMMITTEE -
22 APRIL 2013

The Portfolio Holder for Asset Management & Economic Development presented the
minutes from the recent meeting of the North Weald Airfield & Asset Management
Cabinet Committee held on 22 April 2013.

The Cabinet Committee had considered a progress report on the Strategic Review of
North Weald Airfield; and an update report from the Asset Management Coordination
Group regarding various Council-owned sites.
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The Portfolio Holder reported that, in relation to minute 27(1), Sainsbury had not
made a planning application but had applied to vary the Section 106 legal agreement
in respect of the movement routing restrictions for their heavy goods delivery
vehicles. This would be considered by the District Development Control Committee
on 26 June 2013. In respect of minute 27(3), the planning application for residential
development at Pyrles Lane Nursery had been refused.

The Director of Environment & Street Scene reported that good progress had been
made with the strategic review of North Weald Airfield, and the final report was
expected to be ready for consideration by the Cabinet on 22 July 2013. Alex Morton
from Deloitte Real Estate was in attendance to provide the Cabinet with an update on
progress since the Cabinet Committee meeting.

Mr Morton stated that, since the Cabinet Committee meeting on 22 April 2013, the

Consultants had:

. continued with the public consultation involving a number of stakeholders,
including North Weald Bassett Parish Council and Essex County Council on
highways matters;

J considered the Council’s emerging Leisure Strategy and how the Airfield
could contribute to the objectives;
. undertaken market testing analysis of possible uses, including commercial,

residential, aviation and leisure, which had led to discussions with potential
developers and users to determine their interest in the Airfield; and

. almost finalised their draft report for discussions with Officers and the cash
flow modelling of the principal strategic scenarios.

The Portfolio Holder stated that she was looking forward to receiving the final report
from the Strategic Review of the Airfield, and highlighted the local concerns about the
continued viability of the Market at the Airfield. Mr Morton responded that the
Consultants had appreciated the significance of the Market to the Council, and had
sought to retain the existing revenue streams at the Airfield within the principal
scenarios.

Decision:

(1 That the minutes of the meeting of the North Weald Airfield & Asset
Management Cabinet Committee, held on 22 April 2013, be noted.

Reasons for Decision:
The Cabinet was satisfied that the Cabinet Committee had fully addressed all the
relevant issues in relation to the recommendations and that these should be
endorsed.
Other Options Considered and Rejected:
The Cabinet was satisfied that the Cabinet Committee had considered all the
relevant options in formulating their recommendations. The Cabinet did not consider
that there were any further options.

9. LOCAL PLAN ISSUES AND OPTIONS - RESPONSES TO COMMUNITY CHOICES
The Planning Portfolio Holder introduced a report on the responses to Community

Choices as part of the Local Plan Issues & Options consultation, and invited the
Forward Planning Manager to present it.
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The Forward Planning Manager reported that the Community Choices consultation
document had set out the main issues to be considered by the planning system over
the next twenty years, with potential options to address these issues. The main
purposes of the consultation were:

(i) to ask our communities whether they considered all the relevant
issues and options had been identified in the document;

(i) to receive suggestions for additions, and
(iii) to seek views on the options presented in the document.

The Forward Planning Manager emphasised that the Community Choices
consultation was not a policy document setting out an intended development plan.
However, the consultation was an important part of the evidence gathering process
which would help the Council to understand the opinions, concerns and interests of
our local communities and would assist the Council to make balanced decisions on
land allocations and other planning matters. The public consultation exercises, which
were a fundamental part of the preparation of the new Local Plan, would help the
Council to engage with the local community, explain the need for change and to find
the best solutions when planning new development.

The Forward Planning Manager explained that the questionnaire contained 98
questions, several of which were multi-choice. To simplify the presentation of the
large amount of information and opinion included in the responses, this report was in
two parts. The main report analysed the number of responses received by response
method and location. A summary of responses in question order was then followed
by an outline of additional evidence base work, followed by the next steps in plan
preparation. The appendix to the main report contained all 98 questions and gave a
detailed breakdown of the responses to each of the questions.

The Forward Planning Manager advised that 6,000 responses was a very significant
number to be received, at this stage of preparation of the Local Plan, and this would
constitute a very substantial addition to the Evidence Base. The continued protection
of the Green Belt and the use of brownfield sites were key issues. Concerns were
also raised about the provision of infrastructure to support any new development, and
a further 70 sites were suggested as potential development sites by the responses
received. Other responses included:

. concerns about possible urban sprawl around London and Harlow;

. more importance to be given to biodiversity, the Forest and the character of
existing settlements;

concerns about the figures used for household projections within the District;
the provision of employment land for jobs growth;

substantial support for housing growth on the border of Harlow; and

Spatial Option 1 (proportionate distribution of new development) was
favoured, although there were very few responses to this question.

The Forward Planning Manager added that consultants had been appointed to
analyse the population data from the 2011 Census, and their report should be
available in July. It was intended to hold a fourth Member Workshop in September to
discuss the results of this analysis.

The Planning Portfolio Holder stated that the report before the Cabinet had been a
very complicated piece of work due to the high number of responses that had been
received. All the responses would be fed into the Evidence Base as well as the

7
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Preferred Options consultation, and all the suggested sites would be evaluated in
due course. It was intended to place an article in the Forester magazine, submit a
report to the next Local Councils Liaison Committee meeting and publish a summary
report to the Council’'s website regarding the responses to the Issues & Options
consultation.

It was enquired as to whether there would be further consultation on the new sites
that had been identified during the Issues & Options consultation. It was also
highlighted that a number of responses from Buckhurst Hill had identified North
Weald Airfield as a potential site for new residential development. The Forward
Planning Manager responded that the new sites would be assessed and reported to
Members to decide whether there should be further public consultation before the
Preferred Options stage, and what the limits of this further consultation should be. It
was acknowledged that residents in certain parts of the District saw North Weald
Airfield as a prime site for residential development.

It was highlighted by Members present that no data had been provided about the
responses for each part of the District and whether those responses had actually
been from the vicinity. There were concerns that some residents had been
advocating development in other areas of the District which they did not necessarily
know very well. The Forward Planning Manager advised that such an analysis would
be a detailed piece of work and would materially affect the timetable for delivering the
Local Plan. However, the provision of a higher level of analysis on the location of the
responses could be investigated and reported back to Members.

A local Member for Chigwell Village reported that the Chigwell Residents Association
had produced a detailed technical report for submission to the Issues & Options
consultation, but had only received a notification of receipt. There had been a high
level of response from residents in Chigwell, due to the perceived errors in the
analysis performed by Nathaniel Litchfield and Partners. Some of the sites identified
by Nathaniel Litchfield within Chigwell were considered to be very sensitive, and
certain local factors had not been considered. The Chigwell Residents Association
had proffered three options for action:

(1) perform a strategic review of the Green Bel;
(i) Officers to provide a technical response to the Association’s report; and
(iii) Nathaniel Litchfield to review the previously identified sites within Chigwell.

The Forward Planning Manager acknowledged that there had been errors in
Community Choices about local services in Chigwell, and Nathaniel Litchfield could
be requested to review the sites that they identified within Chigwell. Officers fully
intended to respond to the Chigwell Residents Association in due course.

The Forward Planning Manager added that Officers felt the data provided in
paragraphs 8 and 9 of the report were an accurate reflection of the received
responses. It was requested that an index be provided for the summary report to be
published on the Council’s website, and this was agreed.

Decision:
(1 That the responses made to the Community Choices (Issues and Options)

consultation for the Local Plan, which was held between 30 July and 15 October
2012, be noted;
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10.

(2) That, as suggested by some of the consultation responses received, the
following additional criteria for the Sustainability Appraisal (SA) be adopted:

(a) protection of highest grade agricultural land;

(b) comparison of housing sites to assess their deliverability and
contribution to overall need; and

(c) ability of sites to make provision for new community services and
facilities; and

(3) That the publication of a summary report of the consultation responses, to
include an index, be agreed.

Reasons for Decision:

Responses to public consultations were a key part of the evidence base for the Local
Plan and would play an important role in helping Members to decide on the
distribution of new development, specific land allocations, and the policy direction the
new Local Plan should be taking.

Other Options Considered and Rejected:

There was no credible alternative option, as the consideration of responses received
to consultations were an essential part in the process of preparing a sound Local
Plan.

ACCEPTANCE OF TENDER - REPLACEMENT KITCHENS TO COUNCIL OWNED
DWELLINGS

The Housing Portfolio Holder presented a report on the award of the contract for
replacement kitchens at various Council-owned properties.

The Portfolio Holder advised the Cabinet that tenders had been sought in
accordance with Contract Standing Orders for the replacement kitchen programme,
as part of the new Modern Homes Standard. However, as part of that tender, the
Council had specified the kitchen supplier and range as part of the contract
conditions in order to maintain the quality and long-term guarantees for replacement
parts. Such a nomination required a waiver of Contract Standing Order C5
(Contracts in excess of £50,000) and C12 (Sub-Contractors and Nominated
Suppliers) as the value of the supply was in excess of 10% of the prime-cost sum.
The Council would not enter into a separate contract for the supply, but would expect
the framework contractor to supply the kitchens as specified.

The Portfolio Holder reported that the existing framework agreement with the current
contractor had reached the end of its term, and as such it was necessary to re-tender
the works. However, when the Council first started its kitchen replacement
programme in 2001 as part of the Decent Homes programme, the Council specified a
quality product based on long-term guarantees for moving parts, 20-25 year lifecycle
testing, and long-term guarantees on the supply of matching replacement parts. In
order to maintain this quality, continuity and consistency, it was recommended that
the existing kitchen range continue to be nominated and supplied through the
Framework Contractor. Five tenders had been received, and the lowest tender had
been submitted by Foster Property Maintenance. This bid was also fully compliant
with all of the tender requirements, and therefore it was recommended that Foster
Property Maintenance be awarded the contract.
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1.

The Cabinet welcomed the plan to upgrade all Council properties from the current
‘Decent Homes'’ standard to the higher ‘Modern Homes’ standard, and noted that all
tendered schedule of rate items would be increased annually in line with the
appropriate Department of Trade & Industry Building Cost indices.

Decision:

@) That Foster Property Maintenance be awarded a contract being the lowest
tender received, renewable annually for up to 5 years, for replacement kitchens at
various Council-owned properties throughout the District, with the tenders based on a
set of all inclusive combined schedule of rates per m? of kitchen area, all in the sum
of £612,933.26;

(2) That the overall value of the works be limited to the sum included in the
Capital Programme on an annual basis;

(3) That this contract be designated as a serial contract under Contract Standing
Order C11 to facilitate the annual increase in the schedule of rate items in
accordance with The Department of Business, Enterprise & Regulatory Reform
Building Cost Indices; and

4) That Contract Standing Order C5 (Contracts in excess of £50,000) and C12
(Sub-Contractors and Nominated Suppliers) be waived in respect of the nominated
supply of kitchen units by Premier Kitchens.

Reasons for Decision:
To accept the lowest bid that complied with all the tender requirements.
Other Options Considered and Rejected:

To re-tender the contract on an annual basis. However, this would be time
consuming, inefficient and would not guarantee more competitive tenders.

To seek quotations on an individual basis for each kitchen on an ad-hoc basis.
However, this would be very time consuming, would not be cost effective, and given
the volume of works per annum would also breach Contract Standing Order C5 (3).

To procure the works as a combined contract, incorporating bathrooms. However,
since kitchens and bathrooms were undertaken by two separate trades, it was
normal for one or the other to be sub-contracted, which would mean an added
element of overhead and profit, which the Council would have to pay.

To open up the tender to allow each tenderer to put forward their own preferred
kitchen manufacturer, thereby not nominating Premier Kitchens. However, this could
lead to inferior kitchen quality and a long-term problem over the supply of
replacement matching parts when dealing with responsive repairs.

EXTERNAL WALL INSULATION - NOMINATED SUPPLIER

The Housing Portfolio Holder introduced a report seeking approval of the Council’s
nominated supplier for external wall insulation.

The Portfolio Holder explained that, with the launch of Energy Company Obligation
(ECO) funding in January 2013, the Council had an opportunity to apply external wall

10
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12.

insulation to hard-to-heat solid wall properties funded almost entirely by grant
funding. Alsecco, who were a major supplier of external wall insulation (EWI), were
able to offer a full design and project management service as well as a 60-year
guarantee on their product. They had been working with the Council to identify the
properties that would benefit from the highest levels of grant funding, and had sought
on behalf of the Council grant amounting to approximately 80% of the total cost of the
works. The Council had already installed external wall insulation supplied by Alsecco
on three semi-detached properties in Walls Green, which had transformed the
external appearance and energy efficiency properties of these rural properties, much
to the satisfaction of the residents.

The Cabinet welcomed the scheme, as it would assist those residents in fuel poverty
and help to reduce the carbon emissions within the District.

Decision:

(1 That Contract Standing Order C5 (Contracts in excess of £50,000) and C12
(Sub-Contractors and Nominated Suppliers) be waived in respect of the nominated
supply of External Wall Insulation system by Alsecco.

Reasons for Decision:

During the initial feasibility study, only Alsecco offered a 60-year guarantee on their
external wall insulation system; other suppliers only offered a 30-year guarantee.
This was more attractive to ECO funders, due to the longer period of time over which
reductions in carbon emissions could be offset, which was a key consideration for
funders.

In nominating a single supplier, a waiver of Contract Standing Order C5 (Contracts
in excess of £50,000) and C12 (Sub-Contractors and Nominated Suppliers) was
required.

Other Options Considered and Rejected:

To open the tender up on the basis of supply and installation using a performance
specification stating a requirement for a 60-year guarantee. However, only one
supplier was able to fulfil this and the Council would have to survey, work up the
designs and project manage the works and apply for grants, which would require an
additional resource.

To nominate an alternative supplier. However, the Council would not benefit from
such a long guarantee, which was unlikely to attract such a good grant contribution,
and would not benefit from a full design and supervision service.

To not undertake the works. However, the Council would not then benefit from the
ECO funding available for its hard-to-heat solid wall properties.

REGULATION OF INVESTIGATORY POWERS ACT - POLICY AND PROCEDURE

The Portfolio Holder for Support Services presented a report on the revised Policy
and Procedure for dealing with the requirements of the Regulation of Investigatory
Powers Act (RIPA), which related to the gathering of evidence by covert means to
support the Council’s regulatory or enforcement activities.

The Portfolio Holder reported that the annual total of authorisations had reduced over
time as the Council had become more adept at finding ways of gathering evidence
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which avoided intrusive action. Only 22 authorisations had been granted to the
Council since 2002, with none requested during 2012/13. An inspection of the
Council’'s systems and records by the Office of Surveillance Commissioners had
taken place on 31 January 2013. The Inspector’s findings were generally positive but
3 recommendations were made to which the Council was obliged to respond:

(1) RIPA guidance notes to be re-drafted within a formal procedural document for
formal reporting to elected Members of the authority;

(i) a central record of authorisations to be re-introduced; and
(i) authorisation periods to comply with statutory requirements.

The Portfolio Holder advised the Cabinet that, in respect of the first recommendation,
the revised Policy and Procedure Notes (attached as an Appendix to these minutes)
required approval for an authorisation from a Magistrates’ Court as well as from one
of the two authorised Officers. Authorisations would be reported to Members via the
Council Bulletin. In respect of the second recommendation, a central record was
maintained but some format changes were requested, which had been implemented.
Finally, in respect of the third recommendation, all authorisations should be granted
for a period of three months, but cancelled once the surveillance had been
completed.

The Portfolio Holder stated that the Director of Corporate Support Services intended
to organise and deliver training courses for appropriate Senior and Operational
Officers, to raise awareness and ensure that the revised Policy was understood and
implemented. In addition, the two authorised Officers would attend external training
as appropriate.

Decision:

(1) That the revised Policy and Procedure for dealing with the requirements of
the Regulation of Investigatory Powers Act (as amended) (RIPA) be recommended to
the Council for adoption;

(2) That, for the purposes of RIPA, the appointment of the Director of Corporate
Support Services as the Senior Responsible Officer and the Assistant to the Chief
Executive as the Deputy Senior Responsible Officer be recommended to the Council
for approval;

(3) That the appointment of the Director of Corporate Support Services and the
Assistant to the Chief Executive as Authorising Officers for the purposes of RIPA be
recommended to the Council for approval;

(4) That the method of reporting the use of RIPA authorisations by an annual
report to the Corporate Governance Group followed by publication in the Council
Bulletin be agreed;

(5) That no RIPA authorisations were granted for the period 1 April 2012 to 31
March 2013 be noted; and

(6) That the proposed training programme to embed the new procedure be
noted.

12
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13.

Reasons for Decision:

To comply with the amendments to the Regulation of Investigatory Powers Act and to
comply with the recommendations arising from the Council’s recent inspection.

Other Options Considered and Rejected:

None, as the revised Policy and Procedure Notes complied with the
recommendations arising from the inspection.

PLANNING AND ECONOMIC DEVELOPMENT DOCUMENT SCANNING -
BUDGET UNDERSPENDS AND FUNDING OF AN ADDITIONAL POST

The Planning Portfolio Holder presented a report concerning the carry forward of a
budget underspend and the funding of an additional post within the Planning &
Economic Development Directorate for document scanning.

The Portfolio Holder stated that the Planning and Economic Development Directorate
had had in place long term plans to progressively reduce its dependency on paper
records and at the same time to improve both the quality and quantity of historic
planning records available online. Appendix 2 of the report - Electronic Records
Management Progress Plan of the 2013/14 Directorate Business Plan - detailed the
requirement to convert to electronic format large site development control files,
conservation files and contaminated land files. There was a high level of interest in
these records by members of the public and professionals within the District and in
addition it was also considered that this would reduce the number of Freedom of
Information requests, as these records were currently only available during office
hours at the Civic Offices in paper format.

The Portfolio Holder explained that the carry forward of this budget underspend and
its combination with a smaller salary underspend would enable the Directorate to
appoint for a fixed term of ten months, one Grade 3 Administration Assistant to carry
out the scanning of large site development control files, conservation files and
contaminated land files. This new, temporary post would assist the Directorate with
its plans to move away from paper records to electronic format, in order to reduce the
need for file storage space.

The Director of Planning & Economic Development added that the damage caused
by the burst water pipe suffered by the Council over the weekend also highlighted the
need to get the existing planning paper documents scanned as quickly as possible.

Decision:

(1) That authority be granted to carry forward an £11,600, underspend from
2012/13 to 2013/14 from the Planning Support Budget for Document Scanning (37
100 3342); and

(2) That this underspend be combined with a smaller salary underspend to fund
one Grade 3 Administration Assistant post to scan the large site paper planning files
which were considered too complex and detailed to be sent to Northgate for scanning
as part of the standard ‘back scanning’ of records process.

Reasons for Decision:

The proposed carry forward of the unspent budget of £11,000 would facilitate the
reduction and dependency on paper records as part of the Electronic Records

13



Cabinet 10 June 2013

14.

Management Progress Plan identified in the Directorate Business Plan for 2013/14.
This was a key element in moving away from paper based office systems to
Electronic Record and Document Management Systems (ERDMS).

Other Options Considered and Rejected:

To do nothing. However, this would mean that the Directorate would take longer to
complete the changeover from paper based records and delay the progression of
Electronic Record and Document Management Systems (ERDMS) development,
combined with the extended use of relatively costly filing storage space.

ANY OTHER BUSINESS

It was noted that there was no other urgent business for consideration by the
Cabinet.

CHAIRMAN

14



Minute ltem 12

Epping Forest District Council

POLICY & PROCEDURE

REGULATION OF INVESTIGATORY
POWERS ACT 2000
(RIPA)

Page 15 !



Section A

Section B

Section C

Section D

Section E

Section F

Section G

Section H

Section |

Section J

Section K

Section L

Appendix 1
Appendix 2

Appendix 3

Annex A

Annex B

Annex C

CONTENTS

Introduction

Effective Date of Operation and Authorising Officer Responsibilities
General Information on RIPA

What RIPA Does and Does Not Do

Types of Surveillance

Conduct and Use of a Covert Human Intelligence Source
(CHIS)

The Role of the RIPA Co-ordinator
Authorisation Procedures

Working with other Agencies
Record Management

Acquisition of Communications Data

Conclusion

RIPA Flow Chart
A Forms — Direct Surveillance

B Forms —CHIS

Local Authority Procedure
P Procedure

Application for Judicial Approval and Order Form

Page 16

Page No.

3-4

9-11

12-16

17 -18
19-27
28
29-30
31-34

35

36
37

38

39
40

41-42



Section A
Introduction

1. HUMAN RIGHTS ACT 1998 — ARTICLE 8 — RIGHT TO RESPECT FOR
PRIVATE & FAMILY LIFE, HOME AND CORRESPONDENCE

1.1 The Human Rights Act 1998 brought into UK domestic law much of the
European Convention on Human Rights and Fundamental Freedoms 1950.
Article 8 of the European Convention requires the Council to respect the private
and family life of its citizens, their homes and their correspondence.

1.2 Article 8 does, however, recognise that there may be circumstances in a
democratic society where it is necessary for the state to interfere with this right.

2. USE OF COVERT SURVEILLANCE TECHNIQUES AND HUMAN
INTELLIGENCE SOURCES

2.1 The Council has various functions which involve observing or investigating
the conduct of others, for example, investigating anti-social behaviour, fly
tipping, noise nuisance control, planning (contraventions), benefit fraud,
licensing and food safety legislation. In most cases, Council officers carry out
these functions openly. However, there are rare cases where it is necessary for
officers to use covert surveillance techniques to undertake a specific
investigation.

2.2 The use of covert surveillance techniques is regulated by the Regulation of
Investigatory Powers Act 2000 (RIPA), which seeks to ensure that the public
interest and human rights of individuals are appropriately balanced. This
document sets out the Council’s policy and procedures on the use of covert
surveillance techniques and the conduct and use of a Covert Human
Intelligence Source.

2.3 You should also refer to the two Codes of Practice published by the
Government. These Codes, which were revised in 2010, are on the Home Office
website and supplement the procedures in this document. The Codes are
admissible as evidence in Criminal and Civil Proceedings. If a provision of these
Codes appear relevant to any court or tribunal, it must be taken into account:

(a) Covert Surveillance and Property Interference Code of Practice:

http://tna.europarchive.org/20100419081706/http://security.homeoffice.qov.uk/ri
pa/publication-search/general-publications/ripa-cop/covert-surveil-prop-inter-
COP

(b) Covert Human Intelligence Sources Code of Practice:

Page 17 3



http://tna.europarchive.org/20100419081706/http://security.homeoffice.qgov.uk/ri
pa/publication-search/general-publications/ripa-cop/covert-human-intel-source-
COP

2.4 There are also two other guidance documents relating the procedural
changes regarding the authorisation process requiring Justice of the Peace
approval from the 1% November 2012. These have been issued by the Home
Office to both Local Authorities and Magistrates.

http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/local-
authority-ripa-quidance/

ACQUISITION OF COMMUNICATIONS DATA

3.1 RIPA also regulates the acquisition of communications data.
Communications data is data held by telecommunications companies and
internet service providers.

3.2 Examples of communications data which may be acquired with
authorisation include names, addresses, telephone numbers, internet provider
addresses. Communications data surveillance does not monitor the content of
telephone calls or emails. This document sets out the procedures for the
acquisition of communications data. You should also refer to the Code of
Practice which is available on the Home Office website:

(a) Acquisition and Disclosure of Communications Data Revised Draft Code of
Practice:

http://tna.europarchive.org/20100419081706/http://security.homeoffice.qgov.uk/ri
pa/publication-search/general-publications/ripa-cop/acquisition-disclosure-cop

Acronyms and Designations explained

OSC Office of Surveillance Commissioners
SRO Senior Responsible Officer : Director of Corporate Support Services /

Solicitor to the Council

Authorising Officers : Director of Corporate Support Services/ Solicitor to the

Council and the Assistant to the Chief Executive

Applicant Officer seeking RIPA authorisation or renewal
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Section B

4. EFFECTIVE DATE OF OPERATION AND AUTHORISING OFFICER

4.1

4.2

4.3

4.4

4.5

4.6

4.7

4.8

RESPONSIBILITIES

The Policy and Procedures in this document reflect the two revised Codes of
Practice which came into force in April 2010, and the recent legislative
amendments which now require Justice of the Peace (JP) approval for all Local
Authority RIPA applications and renewals, which came in effect on 1 November
2012, changes in website addresses and application forms, as well as to reflect
recommendations arising out of inspection by the Office of Surveillance
Commissioners. Authorising Officers, take personal responsibility for the
effective and efficient observance of this document and the Office of
Surveillance Commissioners (OSC) guidance documents.

Authorising Officers will undertake training on RIPA and will facilitate where
necessary training for relevant members of staff who may make RIPA
applications.

Applicants are required to follow this Policy and Procedures Document and
must not undertake or carry out surveillance activity that meets the criteria as
set out by RIPA without first obtaining the relevant authorisations in compliance
with this document.

Authorising Officers will pay particular attention to health and safety issues that
may be raised by any proposed surveillance activity. Under no circumstances,
should an Authorising Officer approve any RIPA form unless, and until they are
satisfied that

e the health and safety of Council employees/agents are suitably addressed
e risks minimised so far as is possible, and
e risks are proportionate to the surveillance being proposed.

Applications to Authorising Officers must be made in sealed envelopes and
marked ‘Strictly Private & Confidential’.

In accordance with the Codes of Practice, the Senior Responsible Officer (SRO)
is the Director of Corporate Support Services / Solicitor to the Council.

The SRO shall have delegated authority to appoint additional Authorising
Officers for the purposes of RIPA should either or both of the Authorising
Officers be absent.

The SRO is responsible for;

the integrity of the process in place within this authority to authorise
surveillance with the Act.

compliance with Part Il of the 2000 Act, relevant codes and this policy;
engagement with the Commissioners and inspectors when they conduct their
inspections, and
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e where necessary, overseeing the implementation of any post inspection
action plans recommended or approved by a Commissioner.

4.9 The SRO will review the policy every year and report on performance of the
policy to Council.

4.10 Annual reports on the use of RIPA will be considered by the Corporate
Governance Group and will published in the Council Bulletin.
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5.1

5.2

5.3

54

5.5

GENERAL INFORMATION ON RIPA

The Human Rights Act 1998 requires the Council, and organisations working on
its behalf, pursuant to Article 8 of the European Convention, to respect the
private and family life of citizens, their homes and their correspondence.

The European Convention did not, however, make this an absolute right, but a
qualified right. Accordingly, in certain circumstances, the Council may interfere
in the citizen’s right mentioned above, if such interference is:-

(a) in accordance with the law;
(b) necessary ; and
(c) proportionate.

The Regulation of Investigatory Powers Act 2000 (‘RIPA’) provides a statutory
mechanism (ie. ‘in accordance with the law’) for authorising covert surveillance
and the use of a ‘covert human intelligence source’ (‘CHIS’) — RIPA and this
Policy and Procedure document seeks to ensure both the public interest and the
human rights of individuals are suitably balanced.

Directly-employed Council staff and external agencies working for the Council
are covered by the Act for the time they are working for the Council. All external
agencies must, therefore, comply with RIPA and the work carried out by
agencies on the Council’s behalf, must be properly authorised by one of the
Council’s designated Authorising Officers prior to seeking judicial approval

If the correct procedures are not followed, evidence may be inadmissible in

court proceedings, a complaint of maladministration could be made to the
Ombudsman and/or the Council could be ordered to pay compensation.
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6.1

6.2

6.3

WHAT RIPA DOES AND DOES NOT DO

RIPA:
e requires prior authorisation of directed surveillance.
e prohibits the Council from carrying out intrusive surveillance.
e requires prior authorisation of the conduct and use of a CHIS.
e requires safeguards for the conduct and use of a CHIS.

RIPA does not:

e prejudice or affect any existing powers available to the Council to obtain
information by any means not involving conduct that may be authorised
under this Act. For example, the Council’s current powers to obtain
information from the DVLA or from the Land Registry as to the ownership
of a property.

If any Applicant is in any doubt, s/he should ask the SRO BEFORE any
directed surveillance and/or CHIS is authorised, renewed, cancelled or rejected.
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7. TYPES OF SURVEILLANCE
7.1 ‘Surveillance’ includes:

e monitoring, observing and listening to persons, watching or following their
movements, listening to their conversations and other such activities or
communications. It may be conducted with or without the assistance of a
surveillance device.

e recording anything mentioned above in the course of authorised surveillance.

e surveillance, by or with, the assistance of appropriate surveillance device(s).

7.2 Surveillance can be overt or covert.

Overt Surveillance

7.3 Most of the surveillance carried out by the Council will be done overtly.
Surveillance will be overt if the subject has been told it will happen (eg. where a
noisemaker is warned (preferably in writing) that noise will be recorded.

Covert Surveillance

7.4 Covert Surveillance is carried out in a manner calculated to ensure that the
person subject to the surveillance is unaware of it taking place. (Section 26(9)(a) of
RIPA).

7.5 There are two types of covert surveillance which local authorities may undertake.
Directed Surveillance and the use of Covert Human Intelligence Sources (CHIS).

Directed Surveillance

7.6 Under Section 26(2) of RIPA ,Directed Surveillance is surveillance which is
covert, but not intrusive, and undertaken

e for a specific investigation or operation;

e in a manner likely to obtain private information about an individual (whether or
not that person is specifically targeted for purposes of an investigation); and

e not as an immediate response to events which would otherwise make seeking
authorisation under the Act unreasonable e.g. spotting something suspicious
and continuing to observe it.
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7.7 Private Information in relation to a person includes any information relating to
his private and family life, his home or his correspondence. The fact that covert
surveillance occurs in a public place or on business premises does not mean that it
cannot result in the obtaining of private information about a person. Prolonged
surveillance targeted on a single person will undoubtedly result in the obtaining of
private information about him/her and others with whom s/he comes into contact.

7.8 Private information may include personal data such as names, addresses or
telephone numbers. Where such information is acquired by means of covert
surveillance of a person having a reasonable expectation of privacy, a directed
surveillance authorisation is appropriate.

7.9 Similarly, although overt town centre CCTV cameras do not normally require
authorisation, if the camera is tasked for a specific purpose, which involves
prolonged surveillance on a particular person, authorisation will be required. The way
a person runs his/her business may also reveal information about his or her private
life and the private lives of others. Privacy considerations are likely to arise if several
records are examined together to establish a pattern of behaviour.

NOTE: For the avoidance of doubt, only those Officers appointed as
‘Authorising Officers’ for the purpose of RIPA can authorise ‘Directed
Surveillance’ IF, AND ONLY IF, the RIPA authorisation procedures detailed in
this Document, are followed.

Intrusive Surveillance

7.10 This is when surveillance:

e s covert;

e relates to residential premises and private vehicles, even if used on a
temporary basis; and

e involves the presence of a person in the premises or in the vehicle or is
carried out by a surveillance device in the premises/vehicle. Surveillance
equipment mounted outside the premises will not be intrusive, unless the
device consistently provides information of the same quality and detail as
might be expected if they were in the premises/vehicle.

NOTE: For the avoidance of doubt, this authority cannot authorise intrusive
surveillance.

“Proportionality”
7.11 This term contains three concepts:
e the surveillance should not be excessive in relation to the gravity of the matter

being investigated;
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e the least intrusive method of surveillance should be chosen; and

e collateral intrusion involving invasion of third parties’ privacy and should, so far
as possible, be minimised.

7.12 Proportionality involves balancing the intrusiveness of the activity on the
subject and others who might be affected by it against the need for the activity in
operational terms. The activity will not be proportionate if it is excessive in the
circumstances of the case, or if the information which is sought could reasonably be
obtained by other less intrusive means. All such activity should be carefully managed
to meet the objective in question and must not be arbitrary or unfair. The interference
with the person’s right should be no greater than that which is required to meet the
aim and objectives.

7.13 The onus is on the Authorising Officer to ensure that the surveillance meets the
tests of necessity and proportionality.

7.14 The codes provide guidance relating to proportionality which should be
considered by both applicants and Authorising Officers :

e balancing the size and scope of the proposed activity against the gravity and
extent of the perceived crime or offence;

e explaining how and why the methods to be adopted will cause the least
possible intrusion on the subject and others;

e considering whether the activity is an appropriate use of the legislation and a
reasonable way, having considered all reasonable alternatives, of obtaining
the necessary result;

e evidencing, as far as reasonably practicable, what other methods had been
considered and why they were not implemented.

7.15 When considering the intrusion, it is important that the Authorising Officer is
fully aware of the technical capabilities of any proposed equipment to be used, and
that any images are managed in line with the Data Protection Act and Home Office
Guidance. These issues have a direct bearing on determining proportionality.

8 Surveillance outside of RIPA

8.1 Surveillance which is not covered by the RIPA must still be in accordance with
the Council’s obligations under the Human Rights Act and Data Protection Act. It
must still be necessary and proportionate having taken account of the intrusion
issues. The decision making process and the management of such surveillance
must be well documented.

8.2 The Office of Surveillance Commissioners(OSC) have stated that it should be the

responsibility of the SRO to monitor this type of activity. Therefore, before any such
surveillance takes place advice must be sought from the SRO.
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9. Covert Human Intelligence Source (CHIS)

9.1 As a starting point, this Council will only use this form of surveillance as a last
resort. However if it appears that use of a CHIS may be required, Authorising Officers
must seek legal advice from the Solicitor to the Council.

9.2 A CHIS could be an informant or an undercover officer carrying out covert
enquiries on behalf of the Council. However, the provisions of the 2000 Act are not
intended to apply in circumstances where members of the public volunteer
information to the Council as part of their normal civic duties, or to contact numbers
set up to receive information such as the Benefit Fraud Hot Line. Members of the
public acting in this way would not generally be regarded as sources.

9.3 Under section 26(8) of the 2000 Act a person is a source if:

a) he establishes or maintains a personal or other relationship with a person for
the covert purpose of facilitating the doing of anything falling within paragraph
(b) or (c);

b) he covertly uses such a relationship to obtain information or to provide access
to any information to another person; or

c) he covertly discloses information obtained by the use of such a relationship or
as a consequence of the existence of such a relationship.

9.4 By virtue of section 26(9)(b) of the 2000 Act a purpose is covert, in relation to the
establishment or maintenance of a personal or other relationship if, and only if, the
relationship is conducted in a manner that is calculated to ensure that one of the
parties to the relationship is unaware of the purpose.

9.5 By virtue of section 26(9)(c) of the 2000 Act a relationship is used covertly, and
information obtained as above is disclosed covertly, if and only if it is used or, as the
case may be, disclosed in a manner that is calculated to ensure that one of the
parties to the relationship is unaware of the use or disclosure in question.

10. Conduct and Use of a Source

10.1 The use of a source involves inducing, asking or assisting a person to engage
in the conduct of a source or to obtain information by means of the conduct of such a
source.

10.2 The conduct of a source is any conduct falling within section 29(4) of the 2000
Act, or which is incidental to anything falling within section 29(4) of the 2000 Act.

10.3 The use of a source is what the Authority does in connection with the source
and the conduct is what a source does to fulfill whatever tasks are given to them or
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which is incidental to it. The Use and Conduct require separate consideration
before authorisation.

10.4 When completing applications for the use of a CHIS, the applicant must state
who the CHIS is, what they can do and for which purpose.

10.5 When determining whether a CHIS authorisation is required, consideration
should be given to the covert relationship between the parties and the purposes
mentioned in 9.3 (a), (b), and (c) above.

Management of Sources

10.6 Within the provisions there has to be;

(a) aperson who has the day to day responsibility for dealing with the source and
for the source’s security and welfare (Handler)

(b) at all times there will be another person who will have general oversight of the
use made of the source (Controller)

(c) at all times there will be a person who will have responsibility for maintaining a
record of the use made of the source

NOTE If, exceptionally, a CHIS authority is required, all of the staff involved in
the process should make themselves fully aware of the CHIS Codes of Practice

Management Responsibility

10.8 The Council will ensure that arrangements are in place for the proper oversight
and management of sources including appointing a Handler and Controller for each
source prior to a CHIS authorisation.

10.9 It is envisaged that the use of a CHIS will be infrequent. Should a CHIS
application be made, the CHIS Codes of Practice should be consulted to ensure that
the Council can meet its management responsibilities.

Security and Welfare

10.10 The Council has a responsibility for the safety and welfare of the source and
for the consequences to others of any tasks given to the source. Before permitting
the use or conduct of a source, the Authorising Officer should ensure that a risk
assessment is carried out to determine the risk to the source of any tasking and the
likely consequences should the role of the source become known. The ongoing
security and welfare of the source, after the cancellation of the authorisation, should
also be considered at the outset.
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Record Management for CHIS

10.11 Proper records must be kept of the authorisation and use of a source. The
particulars to be contained within the records are;

(a) the identity of the source;
(b) the identity, where known, used by the source;

(c) any relevant investigating authority other than the authority maintaining the
records;

(d) the means by which the source is referred to within each relevant
investigating authority;

(e) any other significant information connected with the security and welfare of
the source;

(f) any confirmation made by a person granting or renewing an authorisation for
the conduct or use of a source that the information in paragraph (d) has been
considered and that any identified risks to the security and welfare of the source
have where appropriate been properly explained to and understood by the
source;

(g) the date when, and the circumstances in which the source was recruited;

(h) the identities of the persons who, in relation to the source, are discharging or
have discharged the functions mentioned in section 29(5)(a) to (c) of the 2000
Act or in any order made by the Secretary of State under section 29(2)(c);

(i) the periods during which those persons have discharged those
responsibilities;

(j) the tasks given to the source and the demands made of him in relation to his
activities as a source;

(k) all contacts or communications between the source and a person acting on
behalf of any relevant investigating authority;

() the information obtained by each relevant investigating authority by the
conduct or use of the source;

(m) any dissemination by that authority of information obtained in that way; and

(n) in the case of a source who is not an undercover operative, every payment,
benefit or reward and every offer of a payment, benefit or reward that is made or
provided by or on behalf of any relevant investigating authority in respect of the
source's activities for the benefit of that or any other relevant investigating
authority.
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Juvenile Sources

10.12 Special safeguards apply to the use or conduct of juvenile sources (i.e. those
under the age of 18). On no occasion can a child under 16 years of age be
authorised to give information against his or her parents or any person with parental
responsibility for him or her. Only the Chief Executive can authorise a juvenile
source.

10.13 A “Vulnerable Individual” is a person who is or may be in need of community
care services by reason of mental or other disability, age or illness and who is or may
be

Test Purchases

10.14 Carrying out test purchases will not normally require the purchaser to establish
a relationship with the supplier with the covert purpose of obtaining information and,
therefore, the purchaser will not normally be a CHIS. For example, authorisation as a
CHIS would not normally be required for test purchases carried out in the ordinary
course of business (e.g. walking into a shop and purchasing a product over the
counter).

10.15 Authorising Officers should consider the likelihood that the test purchase will
lead to a relationship being formed with a person in the shop. If the particular
circumstances of a particular test purchase are likely to involve the development of a
relationship Authorising Officers must seek legal advice from the SRO.

Anti-Social Behaviour Activities

10.16 As from 1 November 2012 there is no provision for a Local Authority to use
RIPA to grant lawful authority for he conduct of covert surveillance for disorder such
as anti-social behaviour, unless there are criminal offences involved which attract a
maximum custodial sentence of six months. Should it be necessary to conduct
covert surveillance for disorder which does not meet the serious crime criteria of a
custodial sentence of a maximum of six months, this surveillance would be classed
as surveillance outside of RIPA, and would still have to meet the Human Rights Act
provisions of Necessity and Proportionality?

10.17 Persons who complain about anti-social behaviour, and are asked to keep a
diary, will not normally be a CHIS, as they are not required to establish or maintain a
relationship for a covert purpose. Recording the level of noise (eg. the decibel level)
so long as it does not record private information is unlikely to require authorisation.
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11. THE ROLE OF THE RIPA CO-ORDINATOR

11.1 Key Responsibilities of the RIPA Co-ordinator

In this document the RIPA Co-ordinator is the Director of Corporate Support
Services/Solicitor to the Council. The key responsibilities of the RIPA Co-
ordinator are to:

Retain all applications for authorisation (including those that have been
refused), renewals and cancellations for a period of at least three years
together with any supplementary documentation;

Provide a unique reference number and maintain the central register of all
applications for authorisations whether finally granted or refused (see section
below);

Create and maintain a spreadsheet for the purpose of identifying and
monitoring expiry dates and renewal dates although the responsibility for this
is primarily that of the officer in charge and the Authorising Officer;

Monitor types of activities being authorised to ensure consistency and quality
throughout the Council;

Ensure sections identify and fulfil training needs;

Periodically review Council procedures to ensure that they are up to date;
Assist Council employees to keep abreast of RIPA developments;

Provide a link to the Surveillance Commissioner and disseminate information
on changes on the law, good practice etc. Officers becoming aware of such
information should, conversely, send it to the RIPA Co-ordinator for this

purpose;

Check that Authorising Officers carry out reviews and cancellations on a timely
basis.

Central Record of Authorisations

11.2 A centrally retrievable record of all authorisations will be held by the RIPA Co-
ordinator which must be up-dated whenever an authorisation is granted, renewed or
cancelled. These records will be retained for a period of three years from the ending
of the authorisation and will contain the following information:

the type of authorisation;

the date the authorisation was given;

the name and title of the Authorising Officer;

the unique reference number of the investigation (URN);
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e the title of the investigation or operation, including a brief description and the
names of the subjects, if known;

e whether the urgency provisions were used and if so why;

e whether the investigation will obtain confidential information;

e whether the authorisation was granted by an individual directly involved in the
investigation;

e the dates the authorisation is reviewed and the name and title of the
Authorising Officer;

e if the authorisation is renewed, when it was renewed and the name and title of
the Authorising Officer;

e the date the authorisation was cancelled.

e joint surveillance activity where Council staff have been authorised on another
agencies authorisation will also be recorded.

11.2 Access to the data will be restricted to the RIPA Co-ordinator and Authorising
Officers to maintain the confidentiality of the information.
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12. AUTHORISATION PROCEDURES

12.1 Directed surveillance and the use of a CHIS can only be lawfully carried out if
properly authorised, and in strict accordance with the terms of the authorisation.

Authorising Officers

12.2 Forms can only be signed by Authorising Officers. The Authorising Officers are:

Director of Corporate Services/Solicitor to | Colleen O’'Boyle
the Council

Assistant to the Chief Executive lan Willett

12.3 Authorisations under RIPA are separate from delegated authority to act under
the Council’'s Scheme of Delegation and any internal departmental Schemes of
Management.

12.4 RIPA authorisations are for specific investigations only, and must be renewed or
cancelled once the specific surveillance is complete or about to expire. The
authorisations do not lapse with time.

12.5 Authorisations are for 1, 3 or 12 months but should be cancelled promptly if
completed within that timescale.

12.6 Authorising Officers should not normally be responsible for authorising
operations in which they are directly involved. In such a case the centrally retrievable
record of authorisations should highlight this and the attention of a Commissioner or
Inspector should be drawn to it during the next inspection.

Training

12.7 The SRO will maintain a Register of Authorising Officers and details of training
undertaken by them.

12.8 The SRO will maintain records of RIPA training to staff either internally or
externally sourced
Grounds for Authorisation

12.9 On 1 November 2012 two significant changes came into force that effects how
local authorities use RIPA.

e Approval of Local Authority Authorisations under RIPA by a Justice of
the Peace: The amendments in the Protection of Freedoms Act 2012 mean
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that local authority authorisations under RIPA for the use of Directed
Surveillance or use of Covert Human Intelligence sources (CHIS) can only be
given effect once an order approving the authorisation has been granted by a
Justice of the Peace (JP). This applies to applications and renewals only,
not reviews and cancellations.

e Directed surveillance crime threshold: Amendments to the Regulation of
Investigatory Powers (Directed Surveillance and Covert Human Intelligence
Sources) Order 2010 (“the 2010 Order”’) mean that a local authority can now
only grant an authorisation under RIPA for the use of Directed Surveillance
where the local authority is investigating criminal offences which attract a
maximum custodial sentence of six months or more or criminal offences
relating to the underage sale of alcohol or tobacco under sections 146, 147 or
147A of the Licensing Act 2003 or section 7 of the Children and Young
Persons Act 1933.

NOTE: The crime threshold, as mentioned is only for Directed Surveillance.

12.10 Also, the only lawful reason is for granting a RIPA authorisation available to
local authorities is the prevention and detection of crime in respect of its Core
Functions.

13. APPLICATION PROCESS

13.1 No covert activity covered by RIPA or the use of a CHIS should be undertaken
at any time unless it meets the legal criteria (see above) and has been authorised by
an Authorising Officer and approved by a JP/Magistrate as mentioned above. The
activity conducted must be in strict accordance with the terms of the authorisation.

13.2 The applicant will complete the current application form for Directed surveillance
or CHIS and the required section of the judicial application/order form.

The applicant will submit them in an envelope marked Private & Confidential to an
Authorising Officer.

13.3 If the Authorising Officer grants the application — with or without further
information from the Applicant, the applicant will liaise with Legal Services to arrange
with Her Majesty’s Courts & Tribunals Service (HMCTS) a hearing.

13.4 The hearing will be in private and heard by a single JP.

13.5 The applicant will present to the JP the partially completed judicial
application/order form, a copy of the RIPA application/authorisation form, together
with any supporting documents setting out the case e.g. proof of the Authorising
officer’s designation, and the original application/authorisation form.

13.6 The original RIPA application/authorisation should be shown to the JP but will
be retained by the local authority so that it is available for inspection by the
Commissioners’ offices and in the event of any legal challenge or investigations by
the Investigatory Powers Tribunal (IPT).
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13.7 The JP may have questions to clarify points application However the forms
and supporting papers must by themselves make the case. It is not sufficient
for the local authority to provide oral evidence where this is not reflected or
supported in the papers provided.

13.8 The JP will consider whether he or she is satisfied that at the time the
authorisation was granted or renewed, there were reasonable grounds for believing
that the authorisation was necessary and proportionate. They will also consider
whether there continues to be reasonable grounds. In addition they must be satisfied
that the person who granted the authorisation or gave the notice was an appropriate
designated person within the local authority and the authorisation was made in
accordance with any applicable legal restrictions, for example that the crime
threshold for directed surveillance has been met.

13.9 The JP may decide to
(a) Approve the Grant or renewal of an authorisation

The grant or renewal of the RIPA authorisation will then take effect and the local
authority may proceed to use the technique in that particular case.

(b) Refuse to approve the grant or renewal of an authorisation

The RIPA authorisation will not take effect and the local authority may not use the
technique in that case.

Where an application has been refused the applicant may wish to consider the
reasons for that refusal and whether any defects can be remedied.

For, a technical error, the form may be remedied without going through the internal
authorisation process again. The officer may then wish to reapply for judicial approval
once those steps have been taken.

(c) Refuse to approve the grant or renewal and quash the authorisation or
notice

This applies where the JP refuses to approve the application/authorisation or renew
the application/authorisation and decides to quash the original authorisation or
notice. However the court must not exercise its power to quash the
application/authorisation unless the applicant has had at least 2 business days from
the date of the refusal in which to make representations. If this is the case the officer
will inform the Legal section who will consider whether there are grounds to make
representations.

The JP will record any decision on the order section of the judicial application/order
form. The court administration will retain a copy of the local authority RIPA
application and authorisation form and the judicial application/order form. The officer
will retain the original application/authorisation and a copy of the judicial
application/order form.
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If approved by the JP, the date of the approval becomes the commencement date
and the three months duration will commence on this date.

The original application and the copy of the judicial application/order form should be
forwarded to the Central Register and a copy retained by the applicant.

A local authority may only appeal a JP decision on a point of law by judical review. If
such a concern arises Legal Services must be consulted.

If it is intended to undertake both directed surveillance and the use of a CHIS on the
same surveillance subject, the respective applications forms and procedures should
be followed and both activities should be considered separately on their own merits.

An application for an authorisation must include an assessment of the risk of any
collateral intrusion or interference. The Authorising Officer will take this into account,
particularly when considering the proportionality of the directed surveillance or the
use of a CHIS.

Application, Review, Renewal and Cancellation Forms

13.10 Applications

All the relevant sections on an application form must be completed with sufficient
information for the Authorising Officer to consider Necessity, Proportionality and the
Collateral Intrusion issues. Risk assessments should take place prior to the
completion of the application form. Each application should be completed on its own
merits of the case. Cutting and pasting or using template entries should not
take place as this would leave the process open to challenge.

13.11 Duration of Applications

Directed Surveillance 3 Months
Renewal 3 Months
Covert Human Intelligence Source 12 Months
Juvenile Sources 1 Month
Renewal 12 months

NOTE: All Authorisations must be cancelled by completing a cancellation form.
They must not be left to simply expire.
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Reviews

13.12 An Authorising Officer conducts a review to assess the need for the
surveillance to continue. The results of a review should be recorded on the central
record of authorisations. Particular attention is drawn to the need to review
authorisations frequently where the surveillance provides access to confidential
information or involves collateral intrusion.

13.13 In each case the Authorising Officer should determine how often a review
should take place. This should be as frequently as is considered necessary and
practicable and they will record when they are to take place on the application form.
This decision will be based on the circumstances of each application

13.14 Applicants should submit a review form by the review date set by the
Authorising Officer. They should also use a review form for changes in
circumstances to the original application so that the need to continue the activity can
be reassessed. However if the circumstances or the objectives have changed
considerably, or the techniques to be used are now different a new application form
should be submitted and will be required to follow the process again and be
approved by a JP.

13.15 The applicant does not have to wait until the review date if it is being submitted
for a change in circumstances.

Renewal

13.16 Should it be necessary to renew a Directed Surveillance or CHIS
application/authorisation, this must be approved by a JP.

13.17 The applicant should complete all the sections within the renewal form and
submit the form to the authorising officer.

13.18 Authorising Officers should examine the circumstances with regard to
Necessity, Proportionality and the Collateral Intrusion issues before making a
decision to renew the activity. A CHIS application should not be renewed unless a
thorough review has been carried out covering the use made of the source, the tasks
given to them and information obtained. The Authorising Officer must consider the
results of the review when deciding whether to renew or not. The review and the
consideration must be documented.

13.19 If the Authorising Officer refuses to renew the application the cancellation
process should be completed. If the Authorising Officer authorises the renewal of the
activity the JP process is to be followed as before. A renewal takes effect on the
day on which the authorisation would have ceased and lasts for a further
period of three months.
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Cancellation

13.20 The cancellation form is to be submitted by the applicant or another
investigator in their absence. The Authorising Officer who granted or last renewed
the authorisation must cancel it if they are satisfied that the directed surveillance no
longer meets the criteria upon which it was authorised. Where the Authorising Officer
is no longer available, this duty will fall on the person who has taken over the role of
Authorising Officer or the person who is acting as Authorising Officer

13.21 As soon as the decision is taken that directed surveillance should be
discontinued, the applicant or other investigating officer involved in the investigation
should inform the Authorising Officer.. . The date and time of cancellation should
also be recorded in the central record of authorisations (see paragraph 5.18 in the
Codes of Practice). It will also be necessary to detail the amount of time spent
on the surveillance as this is required to be retained by the Senior Responsible
Officer.

13.22 The officer submitting the cancellation should complete in detail the relevant
sections of the form and include the period of surveillance and what if any images
were obtained and any images containing third parties. The Authorising Officer
should then take this into account and issue instructions regarding the management
and disposal of the images etc.

13.23 The cancellation process should also be used to evaluate whether the
objectives have been achieved and whether the applicant carried out what they
stated was necessary in the application form. This check will form part of the
oversight function. Where issues are identified they will be brought to the attention of

the line manager and the Senior Responsible Officer (SRO). This will assist with
future audits and oversight.

14 Notes for Authorising Officers

14.1 Before an Authorising Officer signs a Form, they must:-
(a)  be mindful of this Policy & Procedures Document and the training undertaken;
(b)  be satisfied that the RIPA authorisation is:-

(i) inaccordance with the law; and

(i) necessary in the circumstances of the particular case on the ground
mentioned; and

(iii) proportionate to what it seeks to achieve.
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(c) In assessing whether or not the proposed surveillance is proportionate,
consider other appropriate means of gathering the information.

14.2 The authorisation will not be proportionate if it is excessive in the overall
circumstances of the case. Each action authorised should bring an expected benefit
to the investigation or operation and should not be disproportionate or arbitrary. The
fact that a suspected offence may be serious will not alone render actions
proportionate. Similarly, an offence may be so minor that any covert techniques
would be disproportionate. No activity should be considered proportionate if the
information which is sought could reasonably be obtained by other less intrusive
means.

14.4 The following elements of proportionality should therefore be considered:

. balance the size and scope of the proposed activity against the gravity and
extent of the perceived crime or offence;

o explain how and why the methods to be adopted will cause the least possible
intrusion on the subject and others;

o consider whether the activity is an appropriate use of the legislation and a

reasonable way, having considered all reasonable alternatives, of obtaining
the necessary result;

. evidence, what other methods have been considered and why they were not
implemented.

NOTE: The least intrusive method will be considered proportionate by the
courts.

14.5 Take into account the risk of intrusion into the privacy of persons other than
the specified subject of the surveillance (collateral intrusion). Measures
must be taken wherever practicable to avoid or minimise (so far as is possible)
collateral intrusion. This matter may be an aspect of determining
proportionality;

14.6 Set a date for review of the authorisation and review on only that date;

14.7 Obtain a Unique Reference Number (URN) for the application from the SRO

14.8 Ensure that a copy of the RIPA Forms (and any review/cancellation of the
same) is forwarded to the SRO for the Central Register, within 5 working
days of the relevant authorisation, review, renewal, cancellation or
rejection.

Additional Safeguards when Authorising a CHIS

14.9 When authorising the conduct or use of a CHIS, the Authorising Officer must
also:-

(a) be satisfied that the conduct and/or use of the CHIS is proportionate to what
is sought to be achieved.
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(b)

(c)

(d)

(e)

(f)

Be satisfied that appropriate arrangements are in place for the management
and oversight of the CHIS and this must address health and safety issues
through a risk assessment;

Consider the likely degree of intrusion of all those potentially affected:;

Consider any adverse impact on community confidence that may result from
the use or conduct or the information obtained;

Ensure records contain particulars and are not available except on a need to
know basis.

Ensure that if the CHIS is under the age of 18 the Authorising Officer has the
approval of the Chief Executive.

NOTE: It is strongly recommended that legal advice is obtained in relation
seeking or granting the authorisation of a CHIS.
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14. WORKING WITH / THROUGH OTHER AGENCIES

14.1 Anyone other than a Council officer instructed to undertake any action under
RIPA, on our behalf must be advised or kept informed, as necessary, of the various
requirements. They must be made aware explicitly what they are authorised to do
and be provided with a copy of the application form (redacted if necessary) or at the
least the authorisation page containing the unique number.

14.2 Equally, if Council staff are authorised on another agencies RIPA authorisation,
the staff will obtain a copy of the application form (redacted if necessary), or at the
least the authorisation page containing the unique number, a copy of which should
be forwarded for filing within the central register. They must ensure that they do not
conduct activity outside of that authorisation.

14.3 The Council has a CCTV policy which covers its usage and this is separately
inspected by the Commissioner/ Inspectors

15. RECORD MANAGEMENT

15.1 The Council must keep detailed records of all authorisations, renewals,
cancellations and rejections in Departments and a Central Register of all
Authorisation Forms will be maintained and monitored by the SRO. The following
documents must be retained:

. a copy of the Forms together with any supplementary documentation and
notification of the approval given by the Authorising Officer;

. a record of the period over which the surveillance has taken place;

. the frequency of reviews prescribed by the Authorising Officer;

J a record of the result of each review of the authorisation;

. a copy of any renewal of an authorisation, together with the supporting

documentation submitted when the renewal was requested;
. the date and time when any instruction was given by the Authorising Officer;
. the Unique Reference Number for the authorisation (URN).
. Any JP decision Notice
15.2 Authorising Officers must forward a copy of the form to the SRO for the Central

Register, within 5 working days of the authorisation, review, renewal, cancellation or
rejection.
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Retention and Destruction of Material

15.3 Arrangements are in place for the secure handling, storage and destruction of
material obtained through the use of covert surveillance..

15.4 The Council will retain records for a period of at least three years from the
ending of the authorisation. The Office of the Surveillance Commissioners (OSC) can
audit/review the Council’s policies and procedures, and individual authorisations.

15.5 The Office of the Surveillance Commissioners will also write to the Council from
time to time, requesting information as to the numbers of authorisations made in a
specific period. It will be the responsibility of the SRO to respond to such
communications.

Errors

15.6 The Council has a responsibility to report to the Inspector at the
commencement of an inspection all activity which should have been authorised but
wasn’t. This does not apply to covert activity which is deliberately not authorised
because an Authorising Officer considers that it does not meet the legislative criteria,
but allows it to continue. This would be surveillance outside of RIPA.

Acquisition of Communications Data

15.7 This Council does not access communications in a way that requires RIPA
authorisation. For further information as to how evidence is gathered contact the
Assistant Director ( Finance). The link to the forms in Appendix C is reproduced for
completeness.

16. CONCLUSION

16.1 RIPA authorisation gained through this policy/procedure document will protect
human rights and protect the Council against challenges for breaches of Article 8 of
the European Convention on Human Rights.

16.2 Authorising Officers will be suitably trained and they will never sign or rubber
stamp Form(s) without thinking about their personal and the Council’s
responsibilities.

16.3 For further advice and assistance on RIPA, please contact the Director of

Corporate Support Services/Solicitor to the Council or the Assistant to the Chief
Executive.
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APPENDIX 1
A FORMS
DIRECTED SURVEILLANCE
All forms can be obtained from:

http://www.homeoffice.gov.uk/counter-terrorism/ripa-forms/

The form has to be downloaded and completed in the applicant’s handwriting. The
Authorising Officer must also complete the relevant section of the form in
handwriting. The original form has to be passed to the SRO.

Application for Authorisation Directed Surveillance

Application for Review of a Directed Surveillance Authorisation

Application for Renewal of a Directed Surveillance Authorisation

Application for Cancellation of a Directed Surveillance Authorisation
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APPENDIX 2
B FORMS
CONDUCT OF A COVERT HUMAN INTELLIGENCE SOURCE
All forms can be obtained from:

http://www.homeoffice.gov.uk/counter-terrorism/ripa-forms/

The form has to be downloaded and completed in the applicant’s handwriting. The
Authorising Officer must also complete the relevant section of the form in
handwriting. The original form has to be passed to the SRO.

Application for Authorisation of the conduct or use of a Covert Human Intelligence
Source (CHIS).

Application for Review of a Covert Human Intelligence Source (CHIS) Authorisation.
Application for renewal of a Covert Human Intelligence Source (CHIS) Authorisation.

Application for Cancellation of an authorisation for the use or Conduct of a Covert
Human Intelligence Source.
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APPENDIX 3
C FORMS
ACQUISITION OF COMMUNICATIONS DATA

All forms can be obtained from the Home Office: RIPA Codes of Conduct website:
http://www.homeoffice.gov.uk/counter-terrorism/ripa-forms/

The form has to be downloaded and completed in the applicant’s handwriting. The
Authorising Officer must also complete the relevant section of the form in
handwriting. The original form has to be passed to the SRO

Part | Chapter Il request schedule for subscriber information
Specimen Part | Chapter Il authorisation

Specimen Part | Chapter Il Notice

Chapter Il application for communications data

Guidance notes regarding chapter Il application form

RIPA Section 22 notice to obtain communications data from communications service
providers

Reporting an error by a CSP to the IOCCO

Reporting an error by a public authority to the IOCCO
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Annex A

LOCAL AUTHORITY PROCEDURE: APPLICATION TO A JUSTICE OF THE PEACE SEEKING AN ORDER TO
APPROVE THE GRANT OF A RIPA AUTHORISATION OR NOTICE

communications data).

Local authority investigator wants to use a RIPA technigue (directed surveillance, CHIS {covert human intelligence source) or

Does investigator intend to use

* Complete RIPA authorisation/
notice form. and seek approval
of authorising officer/designated

directed surveillance?
No

Yes

¥

+ Complete application part of the

> person as per current arrangements.

judicial application/order form for JP.

v

|s the local authority investigating

an offence and does that offence
attract a maximum custedial
sentence of & month or more?

¥

Is the offence being investigated
either:

-Section 146/147/147A of the
Licensing Act 2003, or
-Section ¥ of the Children and Young
Persons Act 1993.

No Yes —

No Yes

Within Office Hours
Local authonty investigator to
contact Her Majesty’s Courts
& Tribunals Service (HMCTS)
administration at the magistrates’
court to arrange a hearing.

!

Attend court with:

or notice (for CD authorisations/
notices the signatures may be
electronic signatures).
* the accompanying judicial
application/order form.
* any other relevant reference or
supporting material.

» counter-signed RIPA authorisation/

!

Qutside usual office hours:

A JP may consider an authorisation
out of hours in exceptional
circumstances. if the authorisation
is urgent and cannot be handled the
next working day then you should:
* Phone the court's out of hours
HMCTS legal staff contact. You
will be asked about the basic facts
and urgency of the authorisation.
If the police are involved in the
investigation you will need to
address why they cannot make a
RIPA authorisation.

« If urgency is agreed, then
arrangements will be made for
a suitable JP to consider the
application. You will be told where to
attend and give evidence.

» Attend hearing as directed with
two copies of both the counter-
signed RIPA authorisation form or
notice and the accompanying judicial
application/order form.

Investigator may not use
directed surveillance. The case
should be investigated by other

means. Continue to assess
if threshold is met if further
offences come to light as the
case progresses.

‘ Outcome
! r |
Refuse to Refuse to Approve the
approve approve the grant or re-
the grant or grant or re- newal of an
renewal and newal of an authorisation
quash the authorisation or notice.
authorisation ar notice.
or notice.

o

v

This may be appropriate if the IP
considers that an application is
fundamentally flawed. The local
authority must be given at least

2 business days in which to
make representations before the
authorisation is quashed. In these
circumstances a local authority
cannot use the technigue and will
need to seek fresh authorisation
internally before reapplying.

The grant or renewal of the RIPA
authorisation or notice will not take
effect and the local authority may
not use the covert technigue.
Local authority may wish to
address, for example, a technical

error and reapply.

Technigue may be used in this case.
Investigator to resubmit to the
JP any renewal or authorisation
for the use of a different technigue
in this case.

Obtain signed order and retain original RIPA authorisation/notice.
For CD autharisations or notices, local authority investigator to provide additional copy of judicial order to the SPoC.
If out of hours, a copy of the signed order to be provided to the court the next working day.
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PROCEDURE: LOCAL AUTHORITY APPLICATION TO A JUSTICE OF THE PEACE SEEKING AN ORDER TO APPROVE
THE GRANT OF A RIPA AUTHORISATION OR NOTICE

IN COURT HOURS

The local authority will contact Her Majesty’s Courts and Tribunals
Service (HMCTS) administration, who will schedule a hearing.

v

the original:

Local authority representative will attend the hearing with

- counter-signed RIPA authorisation or notice form; -
- the accompanying judicial application/order and;
- any other relevant reference material.

v

court staff apart from Legal Adviser).

JP ensures that sufficient privacy is given to the hearing
commensurate with the covert nature of the investigation (ie.
no press, public, subject or legal representative present or

'

JP will consider papers presented by local authority, asking any
additional questions in order to conclude whether an order to
approve the grant of a RIPA authorisation or notice should be
made. The papers by themselves make the case. It is not
sufficient for the JP to rely solely on oral evidence where this is
not reflected or supported by the form/papers.

Y

OUT OF COURT HOURS

A JP may consider an authorisation
out of hours, in exceptional
circumstances:

- The local authority will call the court
out of hours HMCTS legal staff
who will ask for the basic facts
and assess the urgency of the
authorisation/notice. If the police
are involved in the authorisation,
the local authority will need to
address why they cannot make the
RIPA authorisation;

- If urgency is agreed, then HMCTS
will arrange for local authority to
attend a suitable location;

- Two copies of the forms and
supporting material should be
available so that one set can be
retained by the JP.

The JP must be satisfied that:

- there were ‘reasonable grounds’ for the local authority to believe the authorisation or renewal was both ‘necessary’
and ‘proportionate’, including whether all reasonable alternatives have been considered;

- the reasonable grounds as articulated by the local authority continue to apply and the authorisation/notice
continues to be necessary and proportionate;

- the local authority authorisation has been authorised by an appropriate designated person;

- there is no breach of any other restrictions imposed by order, see paragraphs 55-58, 72-73 and 83 of this guidance.

v

3

v

Refuse to approve the grant or renewal
and guash the authorisation or notice.

Refuse to approve the grant or renewal
of the authorisation or notice.

Approve the grant or renewal of the
authorisation or notice.

v

v

v

The court must not exercise its
power to quash an authorisation or
notice unless the applicant has had
at least 2 business days from the
date of the refusal in which to make
representations.

The grant or renewal of the RIPA
authorisation or notice will not take
effect and the local authority may not
use the covert technigue.

Local authority may reapply addressing
for example, a technical error.

Technique may be used. Local
authority to resubmit any renewal or
authorisation for the use of a different
technique in this case.

Provide local authority representative with a copy of the signed order and return original RIPA form and any papers.

Legal Adviser or JP delivers copy order and authorisation to court admin office. Orders are kept securely and retained for 6 years.
Complete court hardcopy court log [do NOT enter details on LIERA].

Court maintains a copy of the court order and will send a yearly return to MOJ.
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Annex B Application for Judicial Approval and Order Form

Application for judicial approval for authorisation to obtain or disclose
communications data, to use a covert human intelligence source or to conduct
directed surveillance. Regulation of Investigatory Powers Act 2000 sections 23A,
23B, 32A, 32B.

Covert technique requested: (tick one and specify details)

Communications Data I:I
Covert Human Intelligence Source I:I
Directed Surveillance I:I

Summary of details

Note: this application should be read in conjunction with the attached RIPA authorisation/RIPA
application or notice.
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Order made on an application for judicial approval for authorisation to obtain or
disclose communications data, to use a covert human intelligence source or to
conduct directed surveillance. Regulation of Investigatory Powers Act 2000
sections 23A, 23B, 32A, 32B.

Having considered the application, I (tick one):

am satisfied that there are reasonable grounds for believing that the requirements of the Act were
satisfied and remain satisfied, and that the relevant conditions are satisfied and I therefore approve
the grant or renewal of the authorisation/notice.

I:I refuse to approve the grant or renewal of the authorisation/notice.

I:I refuse to approve the grant or renewal and quash the authorisation/notice.

Time:
Full name:

Address of magistrates’ court:
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